SECURITY POLICY
MANAGEMENT

Connecting Security to Business Agility




WHAT AUTOMATED NETWORK SECURITY POLICY
MANAGEMENT DOES FOR YOU.

CONCERNS CHALLENGES

Today, data centers and enterprise networks are more As Security Manager, you have to:

sophisticated and more complex than ever before, e Ensure faster service delivery

with a vast number of security devices, such as fire- e Automate security change management

walls, routers, switches, secure web gateways and e Ensure continuous compliance

more. The rules on these devices must be managed e Reduce risk in policies and misconfigured devices
across multiple vendors, devices, operations teams e Optimise firewall operations

and geographies. e Simplify migrations to virtual data centers

SOLUTION

Automating network security policy management allows to bridge traditional gaps between security, network and
application teams by delivering an automated and application-centric solution for managing complex policies across
firewalls, routers, switches, secure web gateways and more, to:

Streamline security operations and change management
e Ensure continuous compliance
e Accelerate application delivery and ensure service availibility

Understand risk from the business perspective

Deliver tighter security policy that offers better protection against cyber-attacks

Classify & encrypt ALL file formats in a consistent manner

AUTOMATED NETWORK SECURITY POLICY MANAGEMENT:

Data center application connectivity Security policy change automation Security policy analysis and audit
management

e Discover, map and maintain e Process security changes 2-4x e Automate firewall, router and web
application connectivity faster proxy operations

e Safely remove access for decom- e Improve accuracy and account- e Ensure a secure and optimised
missioned applications ability policy

¢ Translate business requirements e Ensure continuous compliance e Conduct audits in hours instead
to underlying policy and security of weeks

TANGIBLE BENEFITS

Manage security at the speed of business and increase:
e Agility e Alignment
e Adaptability e Assurance



AUTOMATED NETWORK SECURITY POLICY
MANAGEMENT

The AlgoSec Suite is comprised of three stand-
alone, yet integrated products:

e BusinessFlow - delivers application-centric secu-
rity policy management that ensures faster service
delivery and maximises application availibility.

e FireFlow - intelligently automates the security
policy change worflow, enabling 2-4x faster change
processing, increasing accuracy and accountability,
enforcing continuous compliance and mitigating
risk.

¢ Firewall Analyser - provides visibility and control of
complex security policies across multiple vendors
and devices to automate firewall operations and
ensure proper configuration of network security
devices.

APPLICATION OWNERS

BUSINESSFLOW

Business Application
Connectivity Mgmt

BUSINESS
APPLICATIONS

WHY OUR CUSTOMERS WORK WITH US

Trasys International offers a unique blend of IT
Security Solutions to assist ClOs in protecting critical
information, aligning security with business processes,
managing identities and access and protecting critical
infrastructure from cyber-attacks.
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AlgoSec empowers organisations to manage security
at the speed of business. Through its application-cen-
tric approach, AlgoSec automates and simplifies
security policy management across virtual, cloud and
physical environments to accelerate application deliv-
ery while ensuring security.
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Charles Delhaye

Consulting Division Executive

m. +32 (0)499 05 85 84

Kris Vansteenwegen
Head of Security

e. krisvansteenwegen@nrb.be
m. +32 (0)470 20 71 10

® www.trasysinternational.com
@ linkedin.com/company/trasysinternational

® +32(0)2893 12 11
@ info@trasysinternational.com

Trasys International Offices

e. charles.delhaye@trasysinternational.com

Headquarters Operational offices
Rue d’Arlon / Aarlenstraat 53 Chaussée de La Hulpe / Terhulpsesteenweg 6C
1040 Bruxelles/Brussel - Belgium 1660 Hoeeilaart - Belgium
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